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What is claimed is: 

L A portable biometric device, for use by a designated person in combination with a device 
or service accessible via at least one of a plurality of unique access, comprising: 
5 a biometric sensor for reading a biometric characteristic of a person dependent upon the 

person presenting said biometric characteristic to the biometric sensor; 

a digital encoder for encoding a reading of the biometric characteristic, from the 
biometric sensor, to provide an encoded description of the biometric characteristic; 
a processor responsive to the encoded description of the presented biometric 
10 characteristic for determining if the biometric characteristic is predesignated for accessing a 

device or service, and if so, selecting the authorization code for accessing said device or service; 
a wireless transceiver for transmitting the selected authorization code; 
whereby said designated person, exclusive of an other person, is able to choose which 
device or service of a plurality of devices and/or services to access by providing different 
15 biometric characteristics. 

2. A portable biometric device as defined in claim 1 wherein different biometric 
characteristics include fingerprints of different fingertips of a same individual. 

20 3. A portable biometric device for use by a person having been designated with predefined 
data stored in a central controller, and corresponding to biometric characteristics of the person, 
wherein the central controller is operative for selectively accessing any one of a plurality of 
devices and/or services, exclusive of any other one of the plurality of the devices and/or services, 
for permitting access to said device or service in response to receiving a signal being 

25 representative of one of the biometric characteristics of the designated person, the portable 
biometric device comprising: 

a biometric sensor for reading a biometric characteristic having been chosen and made 
available for reading by a person; 

a digital encoder for encoding a reading of the biometric characteristic, from the 

30 biometric sensor, to provide an encoded description of the biometric characteristic; 
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a processor for encrypting the encoded description to provide an encrypted description in 
accordance with a predefined encryption key; 

a wireless transceiver for transmitting the encrypted description to the central controller; 

whereby the central controller is responsive to the biometric characteristic having been 
5 made available to the biometric sensor by said designated person for accessing one of the devices 
or services, said one device or service associated with the biometric characteristic and wherein 
another device or service from the plurality of devices and/or services is associated with another 
different biometric characteristic. 



10 4. A portable biometric device as defined in claim 3 wherein different biometric 
characteristics include fingerprints of different fingertips of a same individual. 

:^ 5. A method for permitting access to functions of at least a device, comprising the steps of: 
ffl assigning a plurality of different biometric characteristics of a person, each to different access 
JB 15 codes, an access code relating to a function of the at least one device; 
hi providing to a portable biometric device operable to read a biometric characteristic presented 
thereto and to provide biometric data based on a read biometric characteristic, a biometric 

III characteristic of an individual; 

f'y 

processing the biometric data to determine an access code associated therewith; 
li^ 20 transmitting an information signal of the access code via wireless transmission to the device; and, 
in response to receipt of the information signal including the access code performing the function 
on the device. 

6. A method for permitting access to functions of at least a device as defined in claim 5 
25 wherein different biometric characteristics include fingerprints of different fingertips of a same 

individual. 

7. A method for permitting access to functions of a device, comprising the steps of: 
assigning a plurality of different biometric characteristics of a person, each to different access 

30 codes, an access code relating to a function of the at least one device; 



18 



Doc. No. 12-58 US 



Patent 



providing a biometric characteristic of an individual to a portable biometric device operable to 
read a biometric characteristic presented thereto and to provide biometric data based on a read 
biometric characteristic; 

processing the biometric data to provide security data; 
5 transmitting an information signal of the security data via wireless transmission to the device; 
and, 

in an instance wherein information signal is representative of security data corresponding to one 
of the assigned ones of the plurality of biometric characteristics, causing the respective function 
to be executed on the respective device, 

10 

8. A method for permitting access to functions of at least a device as defined in claim 7 
wherein different biometric characteristics include fingerprints of different fingertips of a same 
individual 

15 9. A portable biometric device, for use by a designated person in combination with a secure 
entity and or a secure service, which is accessible via a plurality of portals, each of which is 
exclusively operable in response to a corresponding authorization code, comprising: 

a biometric sensor for reading a biometric characteristic of a person dependent upon the 
person presenting said biometric characteristic to the biometric sensor; 
20 a digital encoder for encoding a reading of the biometric characteristic, from the 

biometric sensor, to provide an encoded description of the biometric characteristic; 

a processor responsive to the encoded description of the presented biometric 
characteristic for determining if the biometric characteristic is predesignated for access via a 
predesignated one of the plurality of portals, and if so, selecting the authorization code for 
25 unlocking said predesignated one of the portals; 

a wireless transceiver for transmitting the selected authorization code to the secure entity 
and or service; 

whereby said designated person, exclusive of an other person, is able to choose which of 
the plurality of portals is to be unlocked for their access. 
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10. A portable biometric device, as defined in claim 9, wherein the biometric sensor is for 
reading a plurality of biometric characteristics presented in sequence; the digital encoder 
provides an encoded description of the sequence of biometric characteristics; and the processor is 
for determining if the presented sequence of biometric characteristics is predesignated for their 

5 access. 

11, A portable biometric device as defined in claim 9, wherein the processor includes at least 
a plurality of predefined data each representative of a predesignated one of the biometric 
characteristics and wherein said selection of said corresponding authorization code is contingent 

10 upon the processor detecting a substantial match between the encoded description and a one of 
the plurality of predefined data. 

'Jf 12. A portable biometric device as defined in claim 9, wherein the biometric sensor is for 

1"^ reading a sequence of presented biometric characteristics; the digital encoder provides an 

m 15 encoded description of the sequence of biometric characteristics; wherein the processor includes 

at least a plurality of predefined data each representative of a predesignated one of the biometric 
"l^ characteristics of the designated person, and said selection, of said corresponding authorization 

code, is contingent upon the processor detecting a substantial match between the encoded 
1,1 description of the sequence of biometric characteristics and a similar sequence of ones of the 
20 plurality of predefined data. 

13. A portable biometric device as defined in claim 12, for use by designated persons, 
wherein the processor includes at least a plurality of predefined data, at least a first one of which 
is representative of a predesignated one of the biometric characteristics of a first one of the 
25 designated persons, and at least a second one of which is representative of a predesignated 
biometric characteristic of a second one of the designated persons, and said selection, of said 
corresponding authorization code, is contingent upon the processor detecting that the first and 
second predefined data are a substantial match with two encoded descriptions of biometric 
characteristics, 
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whereby the portal unlocked is that which requires the presentation of predesignated 
biometric characteristics of two designated persons. 

14. A portable biometric device as defined in claim 12, for use by designated persons, 
wherein the processor includes at least a plurality of predefined data, at least a first one of which 
is representative of a predesignated one of the biometric characteristics of a first one of the 
designated persons, and at least a second one of which is representative of a predesignated 
biometric characteristic of a second one of the designated persons, and said selection, of said 
corresponding authorization code, is contingent upon the processor detecting that a sequence of 
the first and second predefined data are a substantial match with a sequence of presentation of 
two encoded descriptions of the predesignated biometric characteristics of the first and second 
persons; 

whereby the portal unlocked is that which requires the presentation of predesignated 
biometric characteristics of two designated persons in a prescribed sequence. 

15. A portable biometric device for use by a person having been designated with predefined 
data stored in a central controller, and corresponding to biometric characteristics of the person, 
wherein the central controller is operative for selectively unlocking any one of a plurality of 
portals, exclusive of any other one of the plurality of portals, for permitting access into and or 
egress from a secure entity in response to receiving a signal being representative of one of the 
biometric characteristics of the designated person, the portable biometric device comprising: 

a biometric sensor for reading a biometric characteristic having been chosen and made 

available for reading by a person; 

a digital encoder for encoding a reading of the biometric characteristic, from the 
biometric sensor, to provide an encoded description of the biometric characteristic; 

a processor for processing the encoded description to provide secure data relatmg to the 

encoded description; 

a wireless transceiver for transmitting the secure data to the central controller; 
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whereby the central controller is responsive to the biometric characteristic having been 
made available to the biometric sensor by said designated person for unlocking one of the 
portals. 

16. A portable biometric device as defined in claim 15, wherein the processor includes an 
encryptor for encrypting the encoded description to provide an encrypted description in 
accordance with a predefined encryption key, the encrypted description forming at least a part of 
the secure data. 



17. A portable biometric device as defined in claim 16, wherein each of said predefined data 
corresponds to a sequence of biometric characteristics, and wherein, the biometric sensor is for 
reading biometric characteristics as made available in sequence, the digital encoder provides an 
encoded description of the sequence of biometric characteristics; whereby the central controller 
is responsive to said sequence of biometric characteristics. 

18. A security system for securing an entity and or a service from indiscriminate access, the 
security system comprising: 

a central controller for permitting access, via a portal of a plurality of portals, to the 
secure entity and or service, contingent upon a representation of a biometric characteristic having 
been transmitted thereto and substantially matching with a preregistered data, of a plurality of 
preregistered data being representative of biometric characteristics including said transmitted 
biometric characteristic, and, for selecting, from within said plurality of portals, a portal being 
associated with said matched preregistered data; and 

at least one portable biometric device including a wireless transmitter for transmitting a 
representation of a biometric characteristic having been made available by a person; 

whereby a designated person is permitted entry and or egress via the selected portal in 
accordance with having made the designated biometric characteristic available to portable 
biometric device. 
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19. A security system for securing an entity and or a service from indiscriminate access, the 

security system comprising: 

a plurality of portals each being locked by a respective one of a plurality of locks, each 
lock being exclusively responsive to reception of one of a plurality of authorization codes for 
unlocking the portal; 

at least one portable biometric device comprising: 

a biometric sensor for reading a biometric characteristic of a person dependent upon the 
person presenting said biometric characteristic to the biometric sensor; 

a digital encoder for encoding a reading of the biometric characteristic, from the 
biometric sensor, to provide an encoded description of the biometric characteristic; 

a processor responsive to the encoded description of the biometric characteristic for 
determining if the biometric characteristic is one of a simUar plurality of biometric characteristics 
predesignated for access via respective one of the plurality of portals, and if so, selecting the 
authorization code for unlocking said predesignated one of the portals; 

a wireless transceiver for transmitting data; 
wherein one of the encoded description of the biometric characteristic and the selected 
authorization code is for transmission via the wireless transceiver, and 

whereby upon presentation of the predesignated biometric characteristic associated with a 
portal a receiver associated with which is within range of the wireless transceiver, the portal is 
unlocked. 

20. A security system as defined in claim 19 wherein the digital encoder is for encrypting 
data to provide secure encoded data. 

21 . A method for providing access to a secure entity or service by a designated person, via 
one of plurality of portals, each of which functions to open in response to a unique authorization 
signal, the method comprising the steps of: 

initiating a portable biometric device with a plurality of predefined data representative of 
a plurality of biometric characteristics, each of which is associated with a unique authorisation 
code designated for access via a respective one of the plurality of portals; 
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capturing biometric information of an individual representative of a biometric 
characteristic in response a person presenting said information to the portable biometric device; 

comparing the captured biometric information with said plurality of predefined data and; 

if a substantial match with a one of the predefined data is detected, transmitting the 
unique authorization code from the portable biometric device, whereby the respective portal is 
unlocked exclusive of any other portal in the plurality of portals. 



22. A method for permitting entry and or egress exclusively via one of a plurality of portals 
of a secure entity and or a secure service, comprising the steps of: 

providing each person in a population of designated persons with a portable biometric 
device operable to read a biometric characteristic presented thereto; 

assigning a plurality of biometric characteristics of each designated person to respective 
portals of the plurality of portals; and 

subsequently, dependent upon a designated person presenting their portable biometric 
device with a biometric characteristic, transmitting a wireless information signal; and 

in an instance wherein the wireless information signal is representative of information 
corresponding substantially to one of the assigned ones of the plurality of biometric 
characteristics, causing the respective portal to be exclusively available for entry and/or egress. 

23. A method for permitting entry and or egress exclusively via one of a plurality of portals 
of a secure entity and or a secure service as defined in claim 22, wherein the information signal 
transmitted is an encryption of a reading of the presented biometric characteristic. 

24. A method for permitting entry and or egress exclusively via one of a plurality of portals 
of a secure entity and or a secure service as defined in claim 22, further comprising the steps of: 

personalizing the said portable biometric device by registering the assigned plurality of 
biometric characteristics of a designated person in their portable biometric device; and 

contingent upon the presented biometric characteristic matching substantially with one of 
the assigned ones of the plurality of biometric characteristics, performing said wireless 
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information signal transmission wherein the signal information is an authorization signal for 
causing the respective portal to be exclusively available for entry and or egress. 
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